When hackers steal

our data, tell us details

DAVID LAZARUS

Sam Greyson
was surprised
toreceive a
new credit
card the other
day from .
Bank of )
America. He /ﬁ\

was also e\ b
surprised to s
learn that thebank had
changed his account num-
ber because of a security
breach involving another
business.

But the thing that sur-
prised Greyson most was
that when he called BofA to
find out more about the
breach, he was essentially
told to pound sand.

“They wouldn’t tell us
anything,” he said. “They
said we could read about it

inthe newspaper.”

That would change if
legislation now makingits
way through Sacramento
becomes law. The bill from
state Sen. Joe Simitian
(D-Palo Alto) would tighten
California’s existing breach-
notification rules to require
more detailed disclosure of
privacy violations.

Thelegislation, SB 24,
passed the Senate in April
and is now under consider-
ationinthe Assembly.

It’s hard to see why any-
one would oppose the bill.
More than 530 million con-
sumer accounts have been
compromised in 2,520
known data breaches since
2005, according to the Pri-
vacy Rights Clearinghouse,
an advocacy group.

The latest breach came
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Why such secrecy over security breaches?
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tolight Thursday when Citigroup said
the names, account numbers and
email addresses of as many as 200,000
bank customers were accessed by
hackers who broke into Citi’s online
account site.

The Citi breach was discovered by
the company in early May. Citi has
declined to say why it took weeks to
notify customers of the incident.

“There’s nothing more discon-
certing than getting a notice that says
only, ‘Hi, we had a breach and you were
affected,’ ” Simitian told me. “Igno-
rance is not bliss. What you don’t know
can hurt you.”

In BofA's case, the bank gave cus-
tomers a toll-free number to call for
more information, but it wasn’t exactly
apathway to enlightenment.

A recorded voice would have us
believe that not even the bank knows
what happened in the latest security
breach.

“Card issuers are not provided
specifics on where or when your ac-
count was compromised,” the record-
ing says.

Greyson, 56, said he was told the
same by a BofA service rep. But when
he managed to get a supervisor on the
line, he said the bank acknowledged
that “at least 100,000” accounts had
been affected.

Betty Riess, a BofA spokeswoman,
declined to confirm this when I called
seeking more info. She said only that
“ifwe think a customer’s account may
be compromised, we will take steps to
protect customers.”

That’s not good enough. As Grey-
son told me, he'd like to know which
company was robbed or hacked so he
can take his business elsewhere in the
future.

Simitian’s bill wouldn’t give us that
much sunlight. But it would require
that customers be informed about the
nature of the breach and what kind of
information was compromised, as well
aswhen the breach occurred and how
many other people might have been
affected.

“The billisn’t as tight as I would like
it,” Simitian said. “I got a lot of push-
back from industry.”

AsT've said before, the keepers of
our personal data have a great respon-
sibility. If they’re unable to keep the
data safe, we have a right to know —
and these businesses should bear the
full weight of public accountability.

Simitian’s bill is a further step in the
right direction. It should be approved
by the Assembly and signed into law by
the governor.

Then we should go the next step
and ensure that hacked companies
share consumers’ pain. I'm thinking
theiridentities should have to be pub-
licly revealed and they should pay a
fine of, say, $500 for every customer
account involved.

Maybe that would result in better
security practices.

Mpysterious soda prices

David Keleman of southern Orange
County contacted me with an inter-
esting observation: Why do anin-
creasing number of restaurant chains

seem to be hiding the price of soft
drinks?

“If you look, they’re not on the
menu,” Keleman said. “It's like they
don’t want you to know how much the
drinks will cost until after you order
them.”

Ichecked around, and he’s right —
anumber of chains omit soft drink
prices from their menus. You won't see
them at Chili’s, for example, or Apple-
bee’s, El Torito or T.G.1. Friday's.

Managers at these establishments
told me the individual restaurants
aren't toblame and the decision to
keep soda drinkers in the dark was
made atthe corporate level.

No one at the head offices of Apple-
bee’s or El Torito returned my calls for
comment. But spokeswomen for
Chili’'s and T.G.1. Friday’s said soda
prices aren’t included on menus be-
cause they might vary from place to
place.

This explanation didn’t impress
Steve Blackledge, policy advisor for
the California Public Interest Re-
search Group, a consumer advocacy
organization. “Soft drinks aren’t like
the catch of the day,” he said. “They
don’t change that much.”

All prices for all goods should be
clearly marked before a purchase.
Ordering a meal shouldn't be like
playing hide-and-seek.

David Lazarus’ column runs Tuesdays
and Fridays. He also canbe seen daily
on KTLA-TV Channel 5. Send your
tips or feedbackto
david.lazarus@latimes.com.
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California blazes trail again with enhanced
breach alert law

By Dan Kaplan

After being vetoed twice by the prior administration, a bill that updates California's
pioneering data breach notification law was signed into law Wednesday by Gov. Jerry
Brown.

Introduced by Democratic state Sen. Joe Simitian, SB-24 bolsters SB-1386, the
nation's first law requiring companies to alert California residents if their personal
data is accessed illegally. Since that legislation took effect eight years ago, nearly all
50 states have followed suit with their own versions.

The update, meanwhile, requires that breach notification letters contain specifics of
the incident, including the type of personal information exposed, a description of what
happened, and advice on steps to take to protect oneself from identity theft. The law
also mandates that organizations that sustain a breach affecting 500 or more people
submit a copy of the alert letter to the state attorney general's office.

"No one likes to get the news that personal information about them has been stolen,"
Simitian said. "But when it happens, people deserve to get the information they need
to decide what to do next."

The bill faced an uphill climb, however. Twice before, it had gone to former Gov.
Arnold Schwarzenegger's desk to be signed, butwas vetoed. In defense,
Schwarzenegger said there was no proof the additional information required by the
legislation would actually help consumers. In addition, he said he saw no reason why
the attorney general's office needed to become a "repository" of breach notifications.


http://www.scmagazineus.com/california-lawmaker-tries-again-with-data-breach-bill/article/194988/
http://www.scmagazineus.com/schwarzenegger-negs-update-to-california-breach-law/article/152379/
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Consumer hill signed into law

Gov. Jerry Brown has signed into law a bill by Sen. Joe
Simitian, D-Palo Alto, to enhance consumer privacy protection
when sensitive data is lost or stolen.

Senate Bill 24 establishes standard content for data breach
notifications including a general description of the incident, the
type of information breached, the time of the breach, and toll-free
telephone numbers and addresses of the major credit reporting
agencies in California.

Previously, the law did not specify what information should be
contained in the consumer notice.

SB24 also requires data holder to send an electronic copy of
the notification to the attorney general if a single breach affects
more than 500 Californians. This requirement will “give law
enforcement the ability to see the big picture and better
understand the patterns and practices of identity theft statewide,”
Simitian explained.

Privacy Rights Clearinghouse, a nonprofit consumer education
and advocacy group, reports that at least 500 million sensitive
records have been compromised nationwide since 2005.

About 28 percent of those receiving a security breach
notification letter “do not understand the potential consequences
of the breach after reading the letter,” a survey by a UC Berkeley
law clinic found.

Senate Bill 24 will become law on Jan. 1, 2012. For
information on SB24, visit www.senatorsimitian.com/legislation.



