Scam Awareness Resources

Use these resources to learn best practices for avoiding scams,

report potential fraud, and download consumer brochures

Articles
Source Article/Website Name
Consumer Action When a Collector Calls

Federal Trade Commission
Federal Trade Commission
Federal Trade Commission
Federal Trade Commission

Federal Trade Commission
Federal Trade Commission

Food and Drug Administration
Housing and Urban Development
Internal Revenue Service

Fake and Abusive Debt Collectors
Consumer Advice Page

How To Spot, Avoid, and Report Fake Check Scams
What to Know About Advance-Fee Loans

Fake Prize, Sweepstakes, and Lottery Scams

Romance Scams

Health Fraud Scams

Home Equity Loan Scams

IRS Tax Scam Awareness

Funeral and Burial Scams

Source

Article/Website Name

Consumer Action

Federal Trade Commission
Federal Trade Commission
Federal Trade Commission

Theft of a Deceased Person’s Identity

When a Collector Calls

Funeral Rule
Debts and Deceased Relatives

Charity Scams

Source

Article/Website Name

Better Business Bureau
Charity Navigator
Federal Trade Commission

Confirm A Charity's Identity
Charity Navigator
Before Giving to a Charity

Pyramid Schemes

Source

Article/Website Name

California Dept of Financial Protection
Financial Industry Regulatory Authority
Securities and Exchange Commission

Resources and Complaints

Financial BrokerCheck

Investment Adviser Public Disclosure Program
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https://www.consumer-action.org/english/articles/when_a_collector_calls_an_insiders_guide_to_responding_to_debt_collectors
https://consumer.ftc.gov/articles/fake-abusive-debt-collectors
https://consumer.ftc.gov/
https://consumer.ftc.gov/articles/how-spot-avoid-report-fake-check-scams
https://consumer.ftc.gov/articles/what-know-about-advance-fee-loans
https://consumer.ftc.gov/articles/fake-prize-sweepstakes-lottery-scams
https://consumer.ftc.gov/articles/what-know-about-romance-scams
https://www.fda.gov/media/84561/download
https://www.hud.gov/i_want_to/talk_to_a_housing_counselor
https://www.irs.gov/newsroom/tax-scams-consumer-alerts
https://www.consumer-action.org/downloads/outreach/2015_deceased_ID_theft.pdf
https://www.consumer-action.org/english/articles/when_a_collector_calls_an_insiders_guide_to_responding_to_debt_collectors
https://consumer.ftc.gov/articles/ftc-funeral-rule
https://consumer.ftc.gov/articles/debts-and-deceased-relatives
https://give.org/
https://www.charitynavigator.org/
https://consumer.ftc.gov/articles/giving-charity
https://dfpi.ca.gov/
https://brokercheck.finra.org/
https://adviserinfo.sec.gov/

Online Security and Privacy

Scam Awareness Resources

Source

Article/Website Name

California Dept of Financial Protection
Financial Industry Regulatory Authority
Securities and Exchange Commission
Who Is

Resources and Complaints

Financial BrokerCheck

Investment Adviser Public Disclosure Program

Confirming Website Ownership

Veterans

Source

Article/Website Name

California Department of Veterans Affairs
Veterans Administration
Veterans Administration
Veterans Administration

Cadlifornia Veterans Affairs Office

What to Know When Applying for Pension Benefits
Veterans Pension and Disability Benefits

Search for Accredited Attorneys, Claims Agents, or Veterans
Service Organizations Representatives

Immigration Assistance Schemes

Source

Article/Website Name

Federal Trade Commission

U.S. Citizenship and Immigration Services
U.S. Citizenship and Immigration Services
U.S. Citizenship and Immigration Services

Avoiding Immigration Scams and Get Real Help

Finding Legal Assistance

Finding a U.S. Citizenship and Immigration Services Field Office

U.S. Citizenship and Immigration Services Forms

Reporting Fraud

Source

Article/Website Name

CA Attorney General

CA Dept of Financial Protection &
Innovation

CA Dept of Health Care Services
Consumer Financial Protection Bureau
EConsumer.gov

Federal Bureau of Investigation

Internal Revenue Service

Social Services Administration

Securities and Exchange Commission
U.S. Dept of Health and Human Services
USA Gov.com

Protecting Consumers

Consumer Resources

Medi-Cal Fraud Reporting

Financial Product Complaint

Reporting International Scams

Internet Crime Complaint Center (IC3)
Phishing and Other Tax-Related Fraud

Report Fraud
Investment Fraud

Medicare Fraud

Scam Letter or Fake Check in the Mail
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https://dfpi.ca.gov/
https://brokercheck.finra.org/
https://adviserinfo.sec.gov/
https://www.whois.com/whois/
https://www.calvet.ca.gov/
https://www.benefits.va.gov/PENSION/Pensionprograminfo.pdf
https://consumer.ftc.gov/articles/veterans-pensions
https://www.va.gov/ogc/apps/accreditation/index.asp
https://www.va.gov/ogc/apps/accreditation/index.asp
https://consumer.ftc.gov/articles/avoid-immigration-scams-get-real-help
https://www.uscis.gov/scams-fraud-and-misconduct/avoid-scams/find-legal-services
https://www.uscis.gov/about-us/find-a-uscis-office/field-offices
https://www.uscis.gov/forms/all-forms
https://oag.ca.gov/consumers
https://dfpi.ca.gov/
https://www.dhcs.ca.gov/individuals/Pages/StopMedi-CalFraud.aspx
https://www.consumerfinance.gov/complaint/
https://www.econsumer.gov/#crnt
https://www.ic3.gov/Home/ComplaintChoice/default.aspx
https://www.tigta.gov/
https://oig.ssa.gov/report/
https://www.sec.gov/complaint/select
https://oig.hhs.gov/fraud/report-fraud/
https://www.usa.gov/postal-service-complaints

Scam Awareness Resources

USA Gov.com

Bank, Credit, and Securities Complaints

Recovering From Fraud

Source

Article/Website Name

Financial Industry Regulatory Authority
Financial Industry Regulatory Authority
Financial Industry Regulatory Authority
Financial Industry Regulatory Authority
Legal Services Corporation

National Association of Consumer
Advocates

State Bar of California

Assisting Victims of Financial Fraud

Identity Theft Victim Recovery Checklist

Investment Fraud Victim Recovery Checklist

Mortgage and Lending Fraud Victim Recovery Checklist

Financial and Legal Support

Consumer Rights

Finding Legal Assistance

Federal Trade Commission Consumer Brochures

Name

Name

Avoid Immigration Scams and Get Real

[dentity Theft

Help
Buying a Used Car

Chatting with Kids About Being Online
Credit Tools for Active Duty Military
Data Breach Response Guide for Business

[dentity Theft - Children
Identity Theft — Military Personnel and Families

Investment Scams
Medical Identity Theft

Debt Collection Rights

Difference of a Fraud Alert and Credit
Freeze

Fraud Handbook for Recent Refugees and

Mortgage Shopping Worksheet

Online Safety. Stop. Think. Connect

Paying Final Respects: Your Rights When Buying Funeral Goods

Immigrants
Gift Card Scams

Government Impersonator Scams

How to Avoid a Scam

How to Stop Unwanted Calls

and Services
Phone Scams

Shopping for Funeral Services by Phone or Online
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https://www.usa.gov/bank-credit-complaints
https://www.finrafoundation.org/sites/finrafoundation/files/taking-action-an-advocates-guide-to-assisting-victims-of-financial-fraud_1.pdf
https://www.finrafoundation.org/sites/finrafoundation/files/taking-action-identity-theft-victim-recovery-checklist_1.pdf
https://www.finrafoundation.org/sites/finrafoundation/files/taking-action-investment-fraud-victim-recovery-checklist_1.pdf
https://www.finrafoundation.org/sites/finrafoundation/files/taking-action-mortgage-and-lending-fraud-victim-recovery-checklist_1.pdf
https://www.lsc.gov/about-lsc/what-legal-aid/i-need-legal-help
https://www.consumeradvocates.org/
https://www.calbar.ca.gov/Public
https://www.bulkorder.ftc.gov/system/files/publications/1017a_avoid_immigration_scams_and_get_real_help_508_0.pdf
https://www.bulkorder.ftc.gov/system/files/publications/1017a_avoid_immigration_scams_and_get_real_help_508_0.pdf
https://www.bulkorder.ftc.gov/system/files/publications/677a_idt_what_to_know_wtd.pdf
https://www.bulkorder.ftc.gov/system/files/publications/539a_buying_a_used_car_0.pdf
https://www.bulkorder.ftc.gov/system/files/publications/825a_child_idt_what_to_know_wtd.pdf
https://www.bulkorder.ftc.gov/system/files/publications/764a_netcetera.pdf
https://www.bulkorder.ftc.gov/sites/bulkorder.ftc.gov/files/publications/705a_military_idt_what_to_know_wtd-508-8-10-23.pdf
https://www.bulkorder.ftc.gov/system/files/publications/credit_tools_for_active_duty_military.pdf
https://www.bulkorder.ftc.gov/sites/bulkorder.ftc.gov/files/publications/1023a-pio-investmentscams-tearsheet-2022-508.pdf
https://www.bulkorder.ftc.gov/sites/bulkorder.ftc.gov/files/publications/560a_data_breach_response_guide_for_business_aug2023-508.pdf
https://www.bulkorder.ftc.gov/system/files/publications/973a-medical-idtheft-what-to-know-what-to-do-508.pdf
https://www.bulkorder.ftc.gov/system/files/publications/debt-collection_faq.pdf
https://www.bulkorder.ftc.gov/system/files/publications/21060_mortgage_shopping_worksheet_2.pdf
https://www.bulkorder.ftc.gov/system/files/publications/fraud_alert_credit_freeze_whats_the_difference.pdf
https://www.bulkorder.ftc.gov/system/files/publications/fraud_alert_credit_freeze_whats_the_difference.pdf
https://www.bulkorder.ftc.gov/system/files/publications/792a_heads_up_stop_think_connect.pdf
https://www.bulkorder.ftc.gov/sites/bulkorder.ftc.gov/files/publications/923a_fraud_handbook_aug_2022.pdf
https://www.bulkorder.ftc.gov/sites/bulkorder.ftc.gov/files/publications/923a_fraud_handbook_aug_2022.pdf
https://www.bulkorder.ftc.gov/system/files/publications/pdf-0072-funeral-goods-and-services.pdf
https://www.bulkorder.ftc.gov/system/files/publications/pdf-0072-funeral-goods-and-services.pdf
https://www.bulkorder.ftc.gov/system/files/publications/1014a_gift_card_scams_cashier_card.pdf
https://www.bulkorder.ftc.gov/system/files/publications/512a_phone_scams-508.pdf
https://www.bulkorder.ftc.gov/sites/bulkorder.ftc.gov/files/publications/935a-pio-govimp-tearsheet_508.pdf
https://www.bulkorder.ftc.gov/sites/bulkorder.ftc.gov/files/publications/1020a_shopping_for_funeral_services_by_phone_or_online.pdf
https://www.bulkorder.ftc.gov/sites/bulkorder.ftc.gov/files/publications/1009a_how_to_avoid_a_scam_july2023_508.pdf
https://www.bulkorder.ftc.gov/system/files/publications/1008a_how_to_stop_unwanted_calls_1.pdf
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